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Who ?

e haroon meer

e thinkst ?

e some papers, some books, some

talks

e academic wannabe







W Home Profile Find People Settings Help Sign out

Walking down memory lane, reading
old exploits from '99 -- can someone
write a history of code exec '95-2009 ?

1:55 AM Nov 20th, 2009 via web Reply Retweet

halvarflake

thinkst 34



W Home Profile Find People Settings Help Sign out

The ROP discussion is amusing in the
sense that our folklore gets republished,
and then we are asked "what papers
have you published" ? :)

6:28 PM Feb 28th via web
Retweeted by 2 people Reply Retweet

halvarflake

thinkst &



Why?

W Home Profile Find People Settings Help Sign out

Each time your exploit heap spray,
someone somewhere think he just
pioneer an exploitation technique
invented in the 90's

about 20 hours ago via web
Retweeted by 4 people Reply Retweet

nicowaisman

Nico Waisman

thinkst 3&



Why?

‘twitter made me
do it!

thinkst 3




Why?

e de-mystify some of the otherwise
mystical

e convince you that Solar Designer
was skynet




Why?

(Some silly Stats)
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Disclosure, Bugs and Counts
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Our Approach
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http://ilm.thinkst.com/folklore/

@ Tilo Muller’s ASLR Smack & Laugh Reference published @ Ben Hawkes delivers talk on "Attacking the Vista Heap”
7 @ Vista SP1 ships with added mitigations @ Bypassing Browser Memory Protections
vs Heap Protection” @ Return-Oriented Programming
@ Mark Dowd and Alex Sotirov use .Net controls to exploit IE
@ Kostya Kortchinsky publishes "Real World Kernel Pool Exploitation®
@ Mark Dowd Publishes “Application-Specific Attacks - Leveraging the ActionScript Virtual Machine”
S08-001 (Remote kernel pool overflow in XP parsing IGMPv3 packets) released

|Feb |Mar |Apr ‘May ‘Jun lJul |Aug \Sep ‘Oct ‘lNov ’Dec ‘2009 ‘Feb

Timeline € SIMILE

2002 [2003 |2004 2005 [2006 [2007 |2008  |2009 [2010 [2011  [2012  [2013  [2014

3 Search

Event Type

13 Exploit
4 Incident
5 Organization
3 Patch

91 Publication
6 Release

16 Tool

B Exploit | | Incident [l Organization || Patch [l Publication [ Release | | Tool



http://ilm.thinkst.com/folklore/
http://ilm.thinkst.com/folklore/
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@ Tilo Muller's ASLR Smack & Laugh Reference published @ Ben Hawkes delivers talk on "Attacking the Vista Heap"
7 @ Vista SP1 ships with added mitigations @ Bypassing Browser Memory Protections
vs Heap Protection” @ Return-Oriented Programming
@ Mark Dowd and Alex Sotirov use .Net controls to exploit IE
@ Kostya Kortchinsky publishes "Real World Kernel Pool Exploitation”
@ Mark Dowd Publishes “Application-Specific Attacks - Leveraging the ActionScript Virtual Machine”
S08-001 (Remote kernel pool overflow in XP parsing IGMPv3 packets) released

’Feb |Mar |Apr ‘May ‘Jun \Jul 'Aug |Sep ‘Oct |Nov ’Dec ‘2009 ‘Feb

Timeline €.SIMILE

2002 [2003 |2004 |2005 [2006 [2007 [2008 [2009 [2010 [2011 2012 [2013  |2014

3 Search

Event Type

13 Exploit
4 Incident
5 Organization
3 Patch

91 Publication
6 Release

16 Tool

B Exploit | | Incident [l Organization || Patch [l Publication [l Release | |Tool

PaX fiest released
/Linux implementation was with just the basic PAGEEXEC

method of enforcing protection. Although initially worked on by
eam, it guckly bocame single maintainer:

Tags: #tool, fsitigation, #pax
Edited by: haroon
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@ Tilo Muller's ASLR Smack & Laugh Reference published @ Ben Hawkes delivers talk on "Attacking the Vista Heap" 3 Search
7 @ Vista SP1 ships with added mitigations @ Bypassing Browser Memory Protections
vs Heap Protection” @ Return-Oriented Programming
@ Mark Dowd and Alex Sotirov use .Net controls to exploit IE
@ Kostya Kortchinsky publishes "Real World Kernel Pool Exploitation”
@ Mark Dowd Publishes “Application-Specific Attacks - Leveraging the ActionScript Virtual Machine”

S08-001 (Remote kernel pool overflow in XP parsing IGMPv3 packets) released BAannEarmn
3 Patch

Event Type
13 Exploit

4 Incident

!Feb ‘Mar |Apr ‘May lJun \Jul lAug \Sep ‘Oct INov ’Dec ’2009 IFeb 91 Publication

6 Release
IR R e R 1 T Y SO T I (A N (RN 111 10 L (I

16 Tool

Timeline € SIMILE

2002 [2003 |2004 2005 [2006 [2007 |2008  |2009 [2010 [2011  [2012  [2013  [2014

B Exploit | | Incident [l Organization || Patch [l Publication [ Release | | Tool

PaX first released

/Linux implementation was with just the basic PAGEEXEC
method of enforcing protection. Although initially worked on by
eam, it guckly bocame single maintainer:

Add missing events to this timeline.,

Thanks to the amazing simvle project from MIT, ths should be viewable
nicely (here]

If you want to be able to edit the spreadshect directly, please mad your
@oogle-+d to haroon@thinkst.com.

* Date forrmee: 2009.05.31)
Date: £ad of range (F 2 range)
* Short Description: (Under § aards)

* Long Description: You can mokude basc MTML tags » here

Tags: #tool, fsitigation, #pax > frmattrg
Edited by: haroon .
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the paper -

(read it)

102001995 - "How to Write Butfer Overfiows™
Arhough only a private / internal release, Mudge
publshed his document 1ed “How 10 wie Buller Overfows™.[6)

Writton primarily as a set of notes 1o himsof, the cocument covers both the
basics of the overfiow and & rough Ftroduction 1o writing shelicode.

The cocumant included an axpioilt for ha sysiogd [7) bug made pudiic
ocarsar.

12050995 - splitvt axploit published

DaveG and VicM of Avalon Rescarch published an ) (and capicit) for splitvt on
Linux 2-3.x. The vunerabilty was due 1o an unbounded sprint! call, which was exploited by
an over lbng HOME ervirorment vasdiable.

Aleph! published what would become the mos! referenced paper on

MeMOory corruption attacks in Prrack4d, (8)

From his introduction:

‘smash the stack” [C programming] n. On many C implementations i
5 possDp 10 COMUPD! e SxXPCUtIDN SIack Dy wnitng past e end of
AN Ty RCRed A0 In 3 routing.  Code that does s (s saw 0
smash the stack, and can cause retumn from the routing %o Jump 0 a
rancdom address. This can produce some of the mast insidious
data-cependery bugs knonn 10 manking,

210007
Stack Smashing Defenses Superprobe Explont
Discussed Published Prediction
Sugtrag hosts a ciscussion  solar designer overwrites CORE and SN repon
on de'enses furction pointers to Nijack poasible owecfioes due o
Agains! stack smashing xpcytion flow dind ignaning
MAXHOSTNAMELEN

Figueo 12 - Aloxancer Posiyak

(Solar Desigrer)

Bypassing the non-exec Stack (ret-2-libc) - 8101007
Sclar Designer published e fist known returnto-ibc attack to
Overcome his own non-executable stack patch [9]
He comonst:aied the Wchnique using the pr axpion against 3 Linux
system wih his non executable stack paich. His patch (for his paich)
ersured that shaced ibrares are menaped into regions containing a null
Lyt 10 retard their use with unsale stfing furctions.

Pege 11135 25 June 20°0




So at the end of this..

e You wont be able to suddenly use
free() to obtain a 4-byte write anything
anywhere primitive.

e You will understand what that means.
e You will be able to see:

e When that was first used;

e What prevents it's use/abuse today;




Where did it start?

thinkst 3&






Mewory Basics

lower
memory
addresses

(Initialized)
Data
(Uninitialized)

higher
memory
addresses

Fig. 1 Process Memory Regions
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Mewory Basi

0x00000000

Kernel




Mewory Basics
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Multiple Processes
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Multiple Processes
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Seqments
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Segwments
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Segwments

0x00000000

0x00000000

Grows
Upwards
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Segwments

0x00000000

0x00000000

Grows
Upwards
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Segwments

0x00000000

0x00000000

Grows
Upwards
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Downwards
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Hex dump

So what is code?

ASCII
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Hex dump

So what is code?

ASCII
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So what is code?

Hex dump ASCII
SCH#A. 1 #A. 285 3
—PuGHA. Efn alte
hye@., St*A. 235
Y L3° jénA.tHhT®
L JBF0Z2 (EaYYe
4 Si.A. Si#A.3S
JooY LSt Ugnn
AB4B67FF YY BEa@, 3Ne £
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" SR NPE IR . .
t.alt. ¥ igBSA. 5
LE°P &—a@, (u"3u®
Ela@, 3= EEa@,3=
E2 DSFEBFFFF | CALL ©884863EE

33C8 #OR ERX, ERAX

SE POFP ESI

SF FPOFP EDI

C3 RETH

S5 PUSH EBFP

SBEC Moy EBFP,ESP

83EC 18 SUB ESP, 18

Al DE8154188 | MOV ERAX, DWORD PTR DS: (4115081
2365 FS8 @8 AND DWORD PTR SS: [EBP-81], 880060664
2365 FC vy AND DWORD PTR SS:[EBP-41, 88006000
53 PUSH EBX

57 PUSH EDI

BF 4EE&48BEE | MOV EDI, EB460EG4E

3BCY CMP ERX,EDI

BE @B06FFFF | MOV EBX, FFFFaaag

74 aD JE SHORT B8848624E

85C3 TEST EBX,ERX

/4 a9 JE SHORT ©8486384E
F7NG NAT FOY
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So what is code?

Hex dump ASCII
CC#A.uI*A. 205 3
—PiuCH*A.2fn alte
hye@, St*[A.25r

Y L353° jéiuA.tHhTS
. JBF0Z 1E2aEVYE
4l) Séi.A. Si#A. 35S
e R h A -2
AR4B67FF VY SR, 3Ne £e
Ba486528F . . . SLESZFS 3V HU
w30 p(TEAR. 3%, 3
" SR NPE IR . .
t.alt. ¥4 gsA. 5
LE®P &—a@, (u"3y®
Slta@,3= SFa@, 3=
ES DSFBFFFF | CALL 8848632EE

33CH #0R ERX,ERX

SE POP ESI

SF POP EDI

Cc3 RETHN

gsS PUSH EBP

SBEC MOV EBP,ESP

83EC 18 SUB ESP, 18

A1 D2154188 | MOV ERX, DWORD PTR DS:[41150D81]
8365 F8 606 AND DWORD PTR SS:[EBP-21, 8886686048
2365 FC 98 AND DWORD PTR SS: [EBP-41, 88888304
53 PUSH EBX

S7 PUSH EDI

BF 4EE&46BE | MOU EDI,BB48EE&4E

3BC? CMP ERX,EDI

BE G8BGFFFF | MOY EBX,FFFFBBaaa

74 8D JE SHORT 8848634E

85C3 TEST EBX,ERX

74 B9 JE SHORT ©8486384E
F7NG NAT FOY
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Is this code?

C3 RETHN

S5 PUSH EBF

57 PUSH EDI

68 61742869 |PUSH 69267461

73 28 JNE SHORT 868486847

74 68 JE SHORT 88486391

6973 F8 80334 IMUL ESI,DWORD PTR DS: [EBX-31,-32R7DOG
aps3 57 ADD BYTE PTR DS: [EBX+571,0L
BF 4EE&4BBE | MOV EDI, BE4BEG4E

3BCY CMP ERX,EDI

BE B0BOFFFF | MOV EBX, FFFFBB6a

74 @D JE SHORT B8848634E

85C3 TEST EBX,ERX

74 a3 JE SHORT 8848634E

F7Da NOT ERX

A3 DC154188 | MOV DWORD PTR DS:[4115DC1, ERAX
EE &8 JMP SHORT 684868RE

56 PUSH ESI

2045 F8 LER ERX, [EBP-8]
SA PLISH FAX
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Is this code?

Ba486210 C3 RETHN

PUSH EEBP
PUSH EDI

68 61742069 bPUSH 69267461

,_,_

) )
Ty (T
RN

73 28 JNE SHORT 68486847

74 63 JE SHORT 88486391

6973 FE8 8883y IMUL EST, DWORD PTR DSTLEEX=-81, -39A70D6G
aass 57 ADD BYTE PTR DS: [EBX+571,0L
BF 4EE&4BBE | MOV EDI, BE4BEG4E

3BCY CMP ERX,EDI

BE B0BOFFFF | MOV EBX, FFFFBB6a

74 @D JE SHORT B8848634E

85C3 TEST EBX,ERX

74 a3 JE SHORT 8848634E

FrDa NOT ERX

A3 DC154188 | MOV DWORD PTR DS:[4115DC1, ERAX
EE &8 JMP SHORT 684868RE

56 PUSH ESI

2045 F8 LER ERX, [EBP-8]
CA PLISH FAX
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Is this code?

PUSH EBF
PUSH EDI

PUSH £9267461
JNE SHORT 868486847
JE SHORT 88486391
IMUCEST, DWORD PTR DS TEEX-81, -39A7DABG
ADD BYTE PTR DS: [EBX+571,0L

MOV EDI, BE4BEE4E
CMP ERX,EDI
MOV EBX, FFFFB6aaa
JE SHORT B8848634E
TEST EBX,ERX

JE SHORT. G

oA

Hex dump
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Is this code?

C3 RETN

S5 PUSH EEP

57 PUSH EDI

68 61742069 |PUSH 63207461

73 20 JNB SHORT @G406847

74 683 JE SHORT 98486391

6973 F8 @@33( IMUL ESI,DWORD PTR_DS:[EBX-21,-39A7000

ges3 57 ADD BYTE PTR DS: [EBX+571,0L

BF 4EE640BE |MOU EDI, BE4DEG4E

3BC7 CHMP EAX,EDI

BE @@@OFFFF |MOU EBX, FFFFOG60

74 @D JE _SHORT B@@40634E

85C3 TEST EBX,EAX

33089 #g-rsggfnddress Hex dump
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Is this code?
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int function 1l(int a, int b)
{

int j;

// do stuff

return j;

int main(int argc, char **argv, char **envp)
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i = function 1(1,2);
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Classic Overflow




strcpy (bufl, buf2);




non-terminated strings

=
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strncpy (bufl, buf2, 4);
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slapper

Client hello

cipher suite, challenge

0
Client Server hello

cipher suite, connection id, certificate

Send client master key

E(server public key, master key), cipher, key argﬁgent

Send server verify

E(master key, challenge)

Send client finished

E(master key, connection id)

leaked values Send server finished

*cipher E(master ke ’ session id+leaked informat.i.on)
Y

*ciphers

Server Listens
On Port 443/TCP

Buffer
overflow!

* Peter Szor - analysis of the slapper worm




gs VS params

int func(char *a, char *b)
{
char buf[12];
strcpy(buf, a);
strcpy(b, buf);

return 1;

}




gs VS params

int func(char *a, char *b)
{
char buf[12];
strcpy(buf, a);
strcpy(b, buf);

return 1;




e Everything executable --> DEP

e DEP vs ret-2-libc (ROP)




SO..

e ASLR to beat ret-2-libc / ROP

e Single leaked / static address beats
ASLR

e Partial Overwrites

e App specific..




e ASL

e Sing
ASL

e Partial Overwrtes

e App specific..
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0..

Application DEP DEP Full
(7) (XP) ASLR

Flash Player N/A N/A YES
Sun Java JRE no no no
Adobe Reader YES* | YES* no
Mozilla Firefox YES YES no

Apple Quicktime no no no D E P i h AS L R
VLC Media Player no no no ® WI t O U t

Apple iTunes no no
Google Chrome -

Shockwave Player ® AS LR WIthOUt DEP
OpenOffice.org
Google Picasa .
Foxit Reader ® W I t h O U t
Opera
Winamp no no
RealPlayer no no
Apple Safari YES YES

DEP & ASLR (June 2010)
Secunia = June 2010




Conclusions?

e What the ASLR/DEP taketh..

e The rich client side applications
giveth back.

e Info. leakage attacks are an area of
much research

http://ilm.thinkst.com/folklore/
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Questions ?

http://ilm.thinkst.com/folklore

@haroonmeer
haroon@thinkst.com
http://blog.thinkst.com



http://ilm.thinkst.com/folklore
http://ilm.thinkst.com/folklore
http://ilm.thinkst.com/folklore
http://ilm.thinkst.com/folklore
http://ilm.thinkst.com/folklore
http://ilm.thinkst.com/folklore
mailto:haroon@thinkst.com
mailto:haroon@thinkst.com

