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twitter made me 
do it!



Why?

de-mystify some of the otherwise 
mystical

convince you that Solar Designer 
was skynet



Why?
(Some silly Stats)

Stack : 140 Heap : 74
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332880 : 1

Caveats -Compression Ratio



Disclosure, Bugs and Counts

VS.



Disclosed Bugs



Our Approach

Clearly naive initially 
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the paper
(read it)



So at the end of this..
You wont be able to suddenly use   
free() to obtain a 4-byte write anything 
anywhere primitive.

You will understand what that means.

You will be able to see:

When that was first used;

What prevents it’s use/abuse today;



Where did it start?
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Classic Overflow

Stack Grows
Downwards
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Overflow Direction

Where to go
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slapper

* Peter Szor - analysis of the slapper worm
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int func(char *a, char *b)
{
    char buf[12];
    strcpy(buf, a);
    strcpy(b, buf);
    return 1;
}

Stack Growth

Saved
EBPint j Saved

EIPbuff

Overflow Direction

Pointers
Arguments

(shadow copy) Arguments



so..

Everything executable --> DEP

DEP vs ret-2-libc (ROP)



so..

ASLR to beat ret-2-libc / ROP

Single leaked / static address beats 
ASLR

Partial Overwrites

App specific..



so..

ASLR to beat ret-2-libc / ROP

Single leaked / static address beats 
ASLR

Partial Overwrites

App specific..

Stack Growth

int xint j function pointer bbuff

LSB's MSB's

function pointer a

Overflow Direction





So..

DEP without ASLR

ASLR without DEP

         without 



Conclusions?
What the ASLR/DEP taketh..

The rich client side applications 
giveth back.

Info. leakage attacks are an area of 
much research
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