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“Fi1g Leaf Security”

@Qharoonmeer - 2011
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http://thinkst.com/resources/slides/itweb-2011-sb.pdf



InfoSec: We Suck

http://thinkst.com/resources/slides/itweb-2011-sb.pdf



and 1t’s our fault

http://thinkst.com/resources/slides/itweb-2011-sb.pdf
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“Your cyber s ns continue to function
and serve you not due to the expertise of

your security sta ely due to the
sufferance of yc pponents."”
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https://vimeo.com/147743404
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But..
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10 Immutable Laws of Security

Archived content. No warranty is made as to technical accuracy. Content may contain URLs that were valid when originally published, but now link to sites or pages that no longer exist.

Here at the Microsoft Security Response Center, we investigate thousands of security reports every year. In some cases, we find that a report describes a bona fide security vulnerability
resulting from a flaw in one of our products; when this happens, we develop a patch as quickly as possible to correct the error. (See "A Tour of the Microsoft Security Response Center"). In
other cases, the reported problems simply result from a mistake someone made in using the product. But many fall in between. They discuss real security problems, but the problems don't
result from product flaws. Over the years, we've developed a list of issues like these, that we call the 10 Immutable Laws of Security.

Don't hold your breath waiting for a patch that will protect you from the issues we'll discuss below. It isn't possible for Microsoft—or any software vendor—to "fix" them, because they result
from the way computers work. But don't abandon all hope yet—sound judgment is the key to protecting yourself against these issues, and if you keep them in mind, you can significantly
improve the security of your systems.

On This Page

Law #1: If a bad guy can persuade you to run his program on your computer, it's not your computer anymore
Law #2: If a bad guy can alter the operating system on your computer, it's not your computer anymore
Law #3: If a bad guy has unrestricted physical access to your computer, it's not your computer anymore
Law #4: If you allow a bad guy to upload programs to your website, it's not your website any more

Law #5: Weak passwords trump strong security

Law #6: A computer is only as secure as the administrator is trustworthy

Law #7: Encrypted data is only as secure as the decryption key

Law #8: An out of date virus scanner is only marginally better than no virus scanner at all

Law #9: Absolute anonymity isn't practical, in real life or on the Web

Law #10: Technology is not a panacea

L r—— e — N —————

Law #3: If a bad guy has unrestricted physical access to your computer, it's not your computer anymore
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Mitigation Bypass and Bounty for Defense Terms

PROGRAM DESCRIPTION

Microsoft is pleased to announce the launch of the Microsoft Mitigation Bypass Bounty and Bounty for Defense Program
beginning June 26, 2013. Through this program, individuals across the globe have the opportunity to submit a novel
mitigation bypass against our latest Windows platform, and are also invited to submit a defense idea that would block an
exploitation technique that currently bypasses the latest platform mitigations. Under this program, qualified mitigation
bypass submissions are eligible for payment of up to $100,000 USD and qualified defensive techniques are eligible for a
bounty of up to $100,000, for a total of up to $200,000 USD. All bounties will be paid out at Microsoft’s discretion.




Case Study: Adobe Flash

e 180 vulnerabilities reported - fuzzing and manual review
e Heap partitioning and ASLR improvements
o Observed price increase: ~60%

was 60% ih 18 months.

https://www.youtube.com/watch?v=/ZKIIPulwgHs
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FORTUNE FORTUNE 500 o

500. McGraw Hill Financial

LAST YEAR'S RANK: 484 |,

The New York-based firm sells financial - ——

information and analytics through

brands like Standard & Poor's ratings, T
S&P Dow Jones Indices, and J.D.

Power. X

Market Value (as of March 31, 2015) - ~USD 28 Billion
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1) Why are we failing?
2) Is anyone succeeding?




So why can’t we (currently)
secure our companies ?




there are lots of reasons




there are lots of reasons

(and that becomes part of the problem)







Generic Solutions Fail




] A
. haroon meer
haroonmeer

FireEye exists to stop Odays. Raft of Odays
reported In FirekEye boxes.

Obviously we need another box that stops Odays
INn front of FE boxes.

29 130 SAHANEBRR




Dino A. Dai Zovi o3l Following
‘ dinodaizovi

Security anti-pattern #34: Attempting to mitigate
vulnerable attack surfaces with higher-privileged
*and more vulnerable* attack surfaces.

HABELE B-

RETWEETS LIKES

46 o7

9:13 PM - 16 Apr 2016

https://twitter.com/dinodaizovi/status/721416219799097344



Tavis Ormandy @taviso - May 11
g Many remote stack overflows in Symantec
—ndpoint. No big deal, because /GS is the
default since 2005, right”? Hahaha.

o anp

https://twitter.com/taviso/status/730249521247068162



Software Sub-segment Performance on First Submission

B Acceptable B No: Acceptable

Overall

Secunty Products and Services

Operations

Content Management and
Collaboration Software

Fnancial

Customer Suppor:

50%

S HHHEHHEHELE

0% 10% 20% 30% 40% 50% 680% 70% 80% 90%

Figure 28: Software Sub-segment Performance on First Submission

https://info.veracode.com/state-of-software-security-report-volume3.html




-//web.stanford.edu/class/msande91si/www-s

Cyber/Insecurity:
The Cost of Monopoly

How the Dominance of Microsoft’s Products Poses a Risk to Security

Authored by:

Dan Geer

Rebecca Bace

Peter Gutmann
Perry Metzger
Charles P. Pfleeger
John S. Quarterman
Bruce Schneier

thinkst



http://web.stanford.edu/class/msande91si/www-spr04/readings/week4/cyberinsecurity.pdf

“most popular box solutions

are useless against attackers”
alex stamos - yahoo




“we used to be a huge fire eye
customer, we’re ripping them all
out”

alex stamos - yahoo




Contrarian Opinion Ahead




Good Defense is a series
of “internal hacks”




we’ve been told not to go for the
“guick hacks”.




..that solutions needed to be
enterprise’y & come in a
shiny box (or at least have an SLA)




things move too fast







ok solutions that work today
>

perfect solutions that might work
tomorrow




egg-samples




Who's a Domain
Admin?

\ 1’



CanaryTokens

http://canarytokens.org/ \\‘ -*

Il e . B o b thinkst



SSH Source-IP?

\



there’s just one thing
that stops you...
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* Reallocate of tasks

« Align 1asks 10 milestones

* Rework security matrix
* Re-define work flow

* ACtivate vendor Portal
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» Create task dependencies
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laparisa

E Security Princess o3 Following

If you're planning on buying something you
heard about from #RSAC, don't. Take that
money, hire some smart engineers, and listen to

them.

RETWEETS

LIKES - ~ - ]
253 237 Bdae® 7

4:01 AM - 25 Apr 2015

https://twitter.com/laparisa/status/591784079969755136



many org’s will happily pay
millions for shiny, blinky
boxes



but will consider it
outrageous to pay the same
for quality people



if you are a manager, and
recognise this about your org



fixing that will be a far better
spend of your time, than chasing
password change policies..



How many people do
you heed?



Andrew Case @atirc - Apr 9
@alexcpsec @richOH when they have a sec team and org as big as google, MS,
etc. then they can be trusted (to an extent) with such data.

https://twitter.com/attrc/status/718884779849052160



@attrc
more!

best r

LIKES

6

Andrew Case @ atirc - Apr 9

e @alexcpsec @richOH when they have a sec team and org as big as google, MS,
etc. then they can be trusted (to an extent) with such data.

3 ryan huber . —
\ Y ryanhuber

@alexcpsec @richOH Couldn't agree
've always said headcount is the absolute
etric for judging a security team.
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12:13 AM - 10 Apr 2016

https://twitter.com/ryanhuber/status/718924951177138176



https://twitter.com/ryanhuber/status/718924951177138176

“Distributed Security Alerting”
n Ryan Huber

& Mar1 - 5 minread

https://slack.engineering/distributed-security-alerting-c89414c992d6#.caybtgv3q
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r . I /" Several People Are Coding Q e &

b Ryan Huber Adrian Sanabria, M.G. Siegler

i N .
®9¥Y Mar1 - 5 min read

Distributed Security Alerting
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https://slack.engineering/distributed-security-alerting-c89414c992d6#.caybtgv3q



2) Is anyone succeeding?




facebook, slack, etsy,
square, airbnb..




Home Docs FAQ Community Downloads o n

Performant Endpoint
Visibility

osquery allows you to easily ask questions about your
Linux and OSX infrastructure. Whether your goal is intrusion
detection, infrastructure reliability, or compliance, osquery

gives you the ability to empower and inform a broad set of
organizations within your company.

Read the deployment guide

VP or start contributing!

C) star 6,139 C) Fork 624

g

https://osquery.io/



@ airbnb

AirbnbEng
May 3 - 5 min read

Introducing Syslog to AWS Kinesis via Osquery

https://medium.com/airbnb-engineering/introducing-syslog-to-
aws-kinesis-via-osquery-da4dtc19debce#.ctg8adw3n



Datacenter R
Datacenter

hitps://www.youtube.com/watch”?v=IrGbK6fE 7Dl



facebook

2FAC: Facebook’s internal multi-
factor auth platform

Facebook Security

https://www.youtube.com/watch?v=pY4FBGI7bHM

UENED) thinkst



https://www.youtube.com/watch?v=pY4FBGI7bHM

hitp://research.google.com/pubs/pub43231.html
BeyondCorp

A New Approach to Enterprise Security

RORY WARD AND BETSY BEYER

irtually every company today uses firewalls to enforce perimeter

Rory Ward is a site reliability
security. However, this security model is problematic because, when

engineering manager in Google

Ireland. He previously worked that perimeter is breached, an attacker has relatively easy access to a
inIreland at Valista, in Silicon company’s privileged intranet. As companies adopt mobile and cloud tech-
Valley at AOL, Netscape, Kiva, . . . . . . .
. . nologies, the perimeter is becoming increasingly difficult to enforce. Google
and General Magic, and in Los Angeles at
, o , ictalz-ing a Aiffarant annrnanh +A natuararls caniirityr WAa ara ramanrring tha

BeyondCorp: A New Approach to Enterprise Security
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What do we notice?










Why Software Is Eating The World

By MARC ANDREESSEN

This week, Hewlett-Packard (where I am on the board) announced that it is exploring jettisoni
PC business in favor of investing more heavily in software, where it sees better potential for gr
Google plans to buy up the cellphone handsetl maker Motorola Mobility. Both moves surprised
But both moves are also in line with a trend I've observed, one that makes me optimistic about
of the American and world economies, despite the recent turmoil in the stock market.

In short, software is eating the world.

More than 10 years after the peak of the 1990:
a dozen or so new Internet companies like Fac
Twiltler are sparking controversy in Silicon Va
rapidly growing private market valuations, an
occasional successful IPO. With scars from th
Webvan and Pets.com still fresh in the investc

-inkecin inveslor Marc Ancreessan insists that the

recent popularity of tech companies doas not consbtute I, along with others, have been arguing the otl
a bubble. He also stressad that both Apple and Google 4 : par PRt o
are undervalied anc that “the market doesn't ike tech.”  ¢@se. {Tam co-founder and general partner of

firm Andreessen-Horowitz, which has investe



software is a force

multiplier



Mobile development @ Scale

100s of engineers
> 150K files
> 100K commits

UV ED: thinkst




3 security engineers

UEVED! thinkst




Security ppl that enable
business



Enabling

A securlty team's success
should be measured by what
they enable not by what
they block

th Sy @iodboi

https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-gcon-nyc



https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc
https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc

¥ Security as a Enabler

 Assisting teams to do their new crazy ideas - securely

« Chase solutions to difficult challenges

 If your security engineers don't like hard problems and novel
solutions you have the wrong ones

 Incentivises proactive engagement with Security

Etsy @iodboi

https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-gcon-nyc



https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc

Can we afford those
guys?



Can we afford not to
have them?



How do we get there?



Paul Graham
“The Design Paradox”

http://paulgraham.com/gh.html



http://paulgraham.com/gh.html

Some heuristics



If Security introduces
blocking to the org, it will be
ignored, not embraced

Etsy @iodboi

https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-gcon-nyc



https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc

Y Security as a Blocker

« Lazy and plain ‘bad’ security teams default to blocking
 Blocking makes Security a NOP in the CD world
« You will be ignored and teams will work around you

« No's are a Finite Resource - use them wisely

Etsy @iodboi

https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-gcon-nyc



https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc

| Makes Realistic Tradeoffs

« Not everythingis critical
e Understand impact

« Letlow risk issues ship & getting commitments to a
reasonable remediation window buys you lots

« No's are a Finite Resource - use them wisely

Etsy @iodboi

https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-gcon-nyc



https://speakerdeck.com/iodboi/crafting-an-effective-security-organisation-qcon-nyc

People who (can) think like
attackers

People who can attack things



In Summary..




e Our old way clearly wasn’t working;

e Enterprise Sec is an engineering
problem;

e We can’t outsource our thinking;

e Great things happen when you hire
good people.



SEGURITY

AVOID GYBER THREATS BY
SECURING YOUR ORGANISATION

Questions?
http://thinkst.com | @haroonmeer

Follow us on @ITWebSec join the conversation #5S2016_SA




