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Why?
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Why?





But..













https://www.youtube.com/watch?v=ZKIIPu1wqHs















Market Value (as of March 31, 2015) - ~USD 28 Billion













1)	Why	are	we	failing?	
2)	Is	anyone	succeeding?



So	why	can’t	we	(currently)	
secure	our	companies	?



there	are	lots	of	reasons



there	are	lots	of	reasons
(and	that	becomes	part	of	the	problem)





Generic	SoluIons	Fail





https://twitter.com/dinodaizovi/status/721416219799097344



https://twitter.com/taviso/status/730249521247068162
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“most	popular	box	soluIons	
are	useless	against	aMackers”	

alex	stamos	-	yahoo



“we	used	to	be	a	huge	fire	eye	
customer,	we’re	ripping	them	all	

out”	
alex	stamos	-	yahoo



Contrarian	Opinion	Ahead



Good	Defense	is	a	series	
of	“internal	hacks”



we’ve	been	told	not	to	go	for	the	
“quick	hacks”.



..that	soluIons	needed	to	be	
enterprise’y	&	come	in	a	

shiny	box	(or	at	least	have	an	SLA)



things	move	too	fast





ok	soluIons	that	work	today	
>	

perfect	soluIons	that	might	work	
tomorrow



egg-samples



Who’s	a	Domain	
Admin?



CanaryTokens

http://canarytokens.org/



SSH	Source-IP?



there’s	just	one	thing	
that	stops	you…





PEO
PLE



https://twitter.com/laparisa/status/591784079969755136



many	org’s	will	happily	pay	
millions	for	shiny,	blinky	

boxes



but	will	consider	it	
outrageous	to	pay	the	same	

for	quality	people



if	you	are	a	manager,	and	
recognise	this	about	your	org



fixing	that	will	be	a	far	beMer	
spend	of	your	Ime,	than	chasing	

password	change	policies..



How	many	people	do	
you	need?



https://twitter.com/attrc/status/718884779849052160
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“Distributed	Security	AlerIng”

https://slack.engineering/distributed-security-alerting-c89414c992d6#.caybtgv3q
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1)	Why	are	we	failing?	
2)	Is	anyone	succeeding?



facebook,	slack,	etsy,	
square,	airbnb..



https://osquery.io/



https://medium.com/airbnb-engineering/introducing-syslog-to-
aws-kinesis-via-osquery-da4fc19de5ce#.cfg8a4w3n



https://www.youtube.com/watch?v=lrGbK6fE7bI



https://www.youtube.com/watch?v=pY4FBGI7bHM
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http://research.google.com/pubs/pub43231.html



What	do	we	noIce?









so^ware	is	a	force	
mulIplier







Security	ppl	that	enable	
business
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Can	we	afford	those	
guys?



Can	we	afford	not	to	
have	them?



How	do	we	get	there?



Paul	Graham		
“The	Design	Paradox”

http://paulgraham.com/gh.html
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Some	heurisIcs
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People	who	(can)	think	like	
aMackers	

!=	
People	who	can	aMack	things



In	Summary..



• Our	old	way	clearly	wasn’t	working;	
• Enterprise	Sec	is	an	engineering	
problem;	

• We	can’t	outsource	our	thinking;	
• Great	things	happen	when	you	hire	
good	people.



Questions?
http://thinkst.com | @haroonmeer


