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Introduction

• Who we are

• What we do

• Why this talk ?
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Improve the State of the 
Industry

• ITWeb Security Summit (Fig Leaf Security)

• 44Con  (Penetration Testing Considered 
Harmful)

• Brucon (You & Your Research)



Security Conferences



Why talk about 
Conferences?



Why talk about 
Conferences?

• We thought it could be interesting



So..



We started collecting 
conferences...
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Why talk about 
Conferences?

• We thought it could be interesting, &

• You are (kinda) a captive audience

• They make an excellent proxy for the 
industry in general..

• There are lots of complaints about them



Complaining is what we do



Need to distinguish:

•What needs fixing

•What needs acceptance

•What is just bike-shedding!



Stuff we won’t cover

• Booth Babes

• Did X Sell-out / Jump the Shark ?

• Conference {Food;Venue;Prices}

• Conference Wifi



Start Simple..



there are lots of them..



Lots & Lots
of them..



20101997







Speakers
(BlackHat.1997)



2010



Naming things is hard

Setec%Confer%Moan%(yo!+n)



Too Many Conferences



Is this unique to us?
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Doctors attend far too many conventions, and the 
constant meetings have brought a false sense of urgency 
to medical issues that should be dealt with in a more 
methodical way, writes New York physician
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— a gajillion conferences all across the globe, 
on hyper-specialized topics, often by 

invitation, with sketchy review procedures 
when not, and the prospect of being the only 

woman at quasi-party full of dudes in a 
faraway land



These factors bring down the quality of 
all conferences
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Is it true ?



repeat presentations

• 1998 - 2% 

• 1998 - 2007 - 6% < x < 13%

• 2007 - 2013 - ~10%



actually a conference 
organizer problem



Growth



Why the crazy increase?



Industry Growth



Globalization

Non-USA Talks



Globalization

Non-USA Talks



The birth of smaller cons
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Negative

• Signal to Noise Ratio drops

• “Conference Speaker” as a high 
quality marker
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Why are so many people 
running conferences?

• Many noble reasons..

• Money

• Influence



Is it Profitable ?



Is it Profitable ?

..........................................................



But lots of conferences 
are not for profit



Why are so many people 
running conferences?

• Many noble reasons..

• Money

• Influence
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Running a security conference comes with a certain 
amount of power; even if they're not paid, the ability 
to choose which submitted talks will be given allows
the organizers to define the narrative for what people 
think is happening and what's important.
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So while Immunity might not accept paid keynotes, it 
should be no surprise that the types of talks at 
Infiltrate are what they are.  That is to say, Infiltrate 
doesn't need to accept paid keynotes, because the 
unpaid talks are already selected to contribute to 
Immunity's business.
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..while BHEU had a 30 minute commercial for 
Fortigate, let's not forget that Infiltrate is in some 
sense one really big commercial for Immunity.

...the organizers themselves are very often vendors
and yield considerably more influence that a single 
paid talk ever could.
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Conference organizers 
have a different set of 

incentives to 
researchers



Offense vs Defense Bias
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Why ?



Offense is Sexy?



because, Economics..



Broken Review Panels!



Every year there are 
some complaints



Some years more than 
others
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Some years more than 
others



Some mistakes are more 
visible than others



Some mistakes are more 
visible than others









How should acceptance 
be done ?
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How should acceptance 
be done ?



How should acceptance 
be done ?



Economics (again)



Rock-Star Speakers



Stunt Hacking
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Understand what they are



It’s might be ok, as long as we still cover the 
right topics, 

and we are still learning..



Are we aiming at the 
right topics?



















We certainly are not forward leaning.. 
We are being led by the nose, by topics 

of the day



It’s might be ok, as long as we still cover the 
right topics, 

and we are still learning..



Are we learning ?



I think it's because a good deal of TED 
enthusiasts (the ones who post talks to 
Facebook) seem to think that listening to a 
20-minute talk is an intellectual endeavor, 
when it really isn't.

http://www.quora.com/TED/Why-do-some-people-hate-TED
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there really isn't a lot of information that 
can be covered in such a short amount of 
time. And each lecture is a one-way 
discussion

http://www.quora.com/TED/Why-do-some-people-hate-TED
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TED makes you think you've learned a lot in 
18 minutes, when you really haven't. It 
offers the illusion of an easier alternative to 
good old-fashioned hard work when it comes 
to learning or knowing something. And 
that's why it's dangerous.

http://www.quora.com/TED/Why-do-some-people-hate-TED
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Lets make this tangible

• Don’t tell Joanna the virtualized 
Rootkit is Dead;

• Charlie Miller vs Macbook Batteries;



Obvious Proxy Moment



Are we Winning?



Anecdotally...



Anecdotally...
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why are we sucking?



• format that discourages interaction

• audience thats increasingly passive

• more slots to fill world-wide

• push toward cons as entertainment 



Contertainment



Contertainment

• Insidious

• Constantly Creeping

• Wears many masks..



Why we should fight it 
(as attendees)



Why we should fight it 
(as researchers)



ARE YOU NOT ENTERTAINED?

IS THIS NOT WHY YOU ARE HERE?

Why we should fight it 
(as researchers)



It’s a fine line..



Take some stuff more 
seriously





how often do you see us 
reference anyone?



Over Last 3 Years

• Talks

• Talks with Actual Accompanying 
Papers

• Papers with Actual Acceptable 
References

X

X/2

X/4

(BH-USA)



• confs skew towards entertainment

• confs skew towards stuff digestible in 
an hour



Why do we want to 
present ?



Career Progression



Fame & Fortune



Share our Research 



Conferences have probably 
become the wrong vehicle for 

that



http://m.cacm.acm.org/magazines/2009/8/34492-viewpoint-time-for-computer-science-
to-grow-up/fulltext
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Unlike every other academic field, computer science 
uses conferences rather than journals as the main 
publication venue. While this made sense for a young 
discipline, our field has matured and the conference 
model has fractured the discipline and skewered it 
toward short-term, deadline-driven research. 
Computer science should refocus the conference 
system on its primary purpose of bringing 
researchers together. We should use archive sites as 
the main method of quick paper dissemination and 
the journal system as the vehicle for advancing 
researchers' reputations.



Were they ever the right 
vehicle for that?





Of all the events considered impactful 
to memory corruption attacks

23%   Papers

17%    Mail List

14%    Paper (at Conference)

 5%     PPT (at Conference)



Are we doing more than 
complaining?



Wrapping Up..



Huxley vs Orwell
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Tim O’Reilly

"What we choose to fight is so tiny!
What fights us is so great!
When we win it's with small things,
and the triumph itself makes us small



• Our industry is at an important inflection 
point

• We simultaneously face a crisis of relevance 
& confidence

• We have important problems to solve

• Our best, and brightest shouldn’t be burning 
their time creating sideshows to distract / 
entertain the rest..



• Researchers:

Lets work on stuff that matters

• Attendees:

Lets demand a little more

• Organizers:

Lets give people more of what they 
need (instead of just what they think 
they want)



Questions ?
@marcoslaviero | @haroonmeer


